GovRAMP

GovRAMP Core Evidence Instructions

This is the first of two zip files required for Core. This zip file is labeled O (0_Core Control
Evidence_.YOURCOMPANYNAME), while the other zip file includes templates located in folders 1
through 9. Both zip files should be extracted to the same directory so folders O to 9 are grouped
together. This arrangement will simplify the upload process to the GovRAMP repository once all
evidence and documents are prepared.

The breakdown of each item contained in this zip file is as follows:

0_Core Control Evidence - This folder serves as the central repository for organizing and
submitting evidence related to the 60 GovRAMP Core controls. Within this folder are the START
HERE - Package Folder Instruction for Core document, the GovRAMP Core Artifact Examples List
spreadsheet, and the pre-organized subfolders for each GovRAMP Core control. Service Providers
should use these folders to collect and organize the evidence for each control as is required for the
assessment. Each control-specific sub-folder includes a narrative template to document the
significance of the evidence and explain how it supports the implementation of the corresponding
control.

GovRAMP Core Artifact Examples List - This spreadsheet contains a table listing each of the 60
GovRAMP Core controls and corresponding examples of evidence that could be used to prove
implementation of the control. The spreadsheet also includes an Overview sheet for instruction on
how to interpret and apply the provided examples.

£3:] GovRAMP Core Artifact Examples List.xlsx
] START HERE - Package Folder Instructions for Core.docx
!Complete Control Narrative Document
AC-02 Account Management
AC-02(01) Account Management _ Automated System Account Management
AC-02(07) Account Management _ Privileged User Accounts
AC-04 Information Flow Enforcement
AC-06 Least Privilege
AC-06(02) Least Privilege _ Non-privileged Access for Nonsecurity Functions
AC-06(10) Least Privilege _ Prohibit Non-privileged Users from Executing Privile...
AC-17 Remote Access
AC-17(02) Remote Access _ Protection of Confidentiality and Integrity Using Enc...

AU-07 Audit Record Reduction and Report Generation

AU-07(01) Audit Record Reduction and Report Generation _ Automatic Processing
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